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Federal Priorities and Perspectives
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CISA

• CISA Cybersecurity Strategic Plan | CISA
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DOE

• Program Office R&D

• Cyber R&D Coordination 

• GMI

- 4 -



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

DOE Program Offices co-fund projects
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Grid Modernization Initiative (GMI)

• GMLC
• Grid Modernization Summit Feb 6-8, 2024

• 2023 Lab call 
• DOE Invests $39 Million to Support a 21st Century Electric Grid | Department of Energy

• Aligning Climate Analysis for Power Systems (ALCAPS) and Climate Resilient 
Equitable Resource Planning (CRERP). This project led by NREL will take multiple 
approaches to integrate acute and chronic effects of climate change across a suite of 
energy sector planning and risk management tools. This project team will do this by 
connecting, expanding, and enhancing established methodologies such as 
generative machine learning and supply modeling in order to study possible stresses 
on the energy system caused by climate change. This includes efforts to better 
understand of the impacts of extreme weather on available wind, solar and 
hydropower resources as well as energy demand, implications for siting of renewable 
energy and transmission, and potential climate-driven changes in water availability 
for energy related needs including thermal cooling.
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DOE’s Control Systems Working Group (CSWG)
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The Department of Energy’s Control 
Systems Working Group is a 
platform for DOE’s Industrial 
Control Systems (ICS) and 
Operational Technology (OT) system 
owners, researchers, and industry 
experts to convene and address 
challenges and pain points 
associated with reducing cyber risk 
in ICS/OT environments. 

It is co-led by the DOE Office of the 
Chief Information Officer (OCIO) 
and National Nuclear Security 
Administration (NNSA) Office of the 
Chief Information Officer. The 
CSWG’s priorities are driven by the 
priorities of DOE’s ICS/OT system 
owners and operators.
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CESER 
Mission

Strengthen the security and resilience of the U.S. 
energy sector from cyber, physical, and climate-based 
risks and disruptions.

Evolving Threats 
to Energy Infrastructure

Physical Threats EMP | GMD Supply ChainCyber Threats Climate Risks
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Risk Management Tools and Technologies (RMT)

RMT leads research, development and demonstration 

of tools, technologies, and techniques that help manage 

cyber and physical risks to critical energy systems.

The RMT division is organized by 2 focus areas:

• All-hazards Tools and Technologies address natural and 

human made physical risks to energy systems such as 

extreme weather, wildfires, climate change, seismic 

activity, electromagnetic pulse (EMP) and geomagnetic 

disturbances (GMD)

• Cyber Tools and Technologies enable innovative protection, 

detection, and response solutions to address energy 

delivery systems.   

QKD Transceiver
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RMT Cyber Research, Development, and Deployment
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Delivered over 90 products, tools, and 
technologies since 2010 to reduce energy 
sector cyber risk

More than 1,500 utilities in all 50 states
have purchased products developed under 
RMT research

57% of U.S. electricity customers are 
served by power providers participating in 
RMT R&D

All R&D projects included an energy sector 
partner to drive real-world solutions

More than 155 partners have participated 
in competitively funded projects

RD&D PROJECT PARTNERS INCLUDE:
TBD
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Active RMT Funding Opportunity Announcements

FOA 2503 - $12M University-Based Cybersecurity Centers

• Objective: To establish academic collaboration centers distributed 
regionally across the country. 

• Innovate and transition capabilities that reduce the risk of power 
disruption resulting from a cyber-incident for energy delivery 
systems.

• Develop and build a system of cybersecurity education for the 
energy sector. 

FOA 2500 - $45M CYBER RD&D

• Objective: To advance cybersecurity tools and technologies 
specifically designed to reduce cyber risks to energy delivery 
infrastructure. 
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Sample of RMT RD&D  
• DER

• EVSE
• Includes cyber technology for AFV

• Securing infrastructure : OT, Energy Supply Chain, etc

• Secure by Design: Cyber-Informed Engineering (CIE)
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$14M University-Based R&D of Scalable Cyber-
Physical Solutions
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The project will develop artificial intelligence (AI)-based detection tools and design 
effective cyber threat mitigation strategies using these technologies. (Award 
Amount: $2,000,000)

The project will enable defense-in-depth security and resilience for cyber-physical 
systems using AI-integrated, attack-resilient, and proactive system technologies 
and solutions. (Award Amount: $2,000,000) 

The project will develop a program called Tracking Real-time Anomalies in Power 
Systems (TRAPS) to detect and localize anomalies in power grid cyber-physical 
systems. (Award Amount: $1,939,416) 

The project will leverage AI and machine learning to develop techniques and 
scalable prototypes for intrusion response against advanced cyber-physical 
threats to power systems. (Award Amount: $1,997,921) 

The project will develop a resilient, next-generation solid-state power 
substation, integrating cybersecurity considerations to improve adoptability. 
(Award Amount: $2,000,000) 

The project will create a program called Cyber REsilience of SubsTations 
(CREST), a two-part system to detect and mitigate cyber incidents while 
maintaining secure communication and critical functions. (Award Amount: 
$1,997,864) 
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER

Questions?
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