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[bookmark: _Ref87348432][bookmark: _Toc184656603]Introduction
Transaction Evaluation for Suspicious Indicators (TESI©) is a simple tool developed by Sandia National Laboratories (SNL) to help chemical distributors, suppliers, and retailers implement Know Your Customer (KYC) best practices for dual-use chemicals.  In the scope of this tool, dual-use chemicals include chemicals defined by the Organisation for the Prohibition of Chemical Weapons (OPCW), Wassenaar Arrangement, or Australia Group, as well as toxic industrial chemicals that pose a risk if used in a malicious scenario.
The tool is designed around a framework that integrates an organization’s products, customers, sales, and shipping databases. This integrated database approach helps the facility to identify any abnormalities (or suspicious indicators) during the sale of their products which may be a security concern. The goal of TESI is to identify high-risk product sales by showing the seller suspicious indicators or “red flags” prior to the product being sold or otherwise provided to a customer.  
The KYC tool looks at a number of suspicious indicators, including validation of the customer (ensuring they are who they claim to be), scrutinizing unusual orders (may include orders outside the normal activity of a customer), changes in order placement or funding source, requesting unusual shipping routes or packaging, or asking unusual questions during the placement of the order which may raise suspicion about the intended use of the chemicals. The scope of the tool is for small-to-medium companies, but the underlying methodology can be applied across any organization selling products that may contain dual-use chemicals.  
NOTE: The TESI software is only one example of sales management or Customer Relationship Management (CRM) software that can be used. There are others in forms in varying complexity. We encourage further investigation into available software to best fit your management system needs.
A proper sales management system will ultimately lead to better data integration, automation, and data reporting capabilities for both the identification of suspicious indicators as well as sales management. These benefits not only reduce time and resource costs but also improve recordkeeping, which supports historical data analysis. The TESI software is easy to use and implements a chemical sales database system that supports broader sales operations. 

[bookmark: _Toc468189751][bookmark: _Toc469481870][bookmark: _Toc469483559][bookmark: _Toc184656604]Implementation and Maintenance
A CRM is a “living system,” which means that it requires continual updates and maintenance. To maintain a proper CRM, requirements include: (1) documentation and record keeping, (2) assigning roles and responsibilities, (3) training new staff, and (4) reporting. Standard operating procedures (SOPs) are highly recommended to properly document staff responsibilities, operations, and training requirements. 
Your CRM SOPs should address:
Roles and responsibilities for all lab users and administrators, including laboratory managers, stockroom managers, laboratory staff, and technicians
Requirements for access privileges, access controls, password protection, and protected sharing of inventory information
Backing up data and information with security protections
Procedures/requirements for purchasing, delivering (or distributing), adding to and removing/modifying inventory items
Training requirements and training schedules for all the TESI software users
Reporting requirements and reporting schedule
Inventory audit schedule and procedures
[bookmark: _Toc128146115][bookmark: _Toc184656605]Suspicious Indicators
Typical operations vary from business to business; what is “normal” in some businesses may be unusual in another. The types of chemicals that are produced, stored, and distributed vary widely. Transaction types will vary (e.g., cash-based vs credit-based), as will the customer types (companies, individuals, research institutes, international customers). Each individual business needs to determine its own normal operation to assess the risk of dual-use chemicals falling into the wrong hands. TESI provides a means for businesses to help manage their risk by further understanding which chemicals they have that could be used for malevolent ends, as well as who they might be selling these chemicals to. 
TESI analyzes the following aspects of a requested purchase for potential suspicious indicators:
1. Customer identification and verification
· Determines the customer’s identity and ensures the customer does not raise suspicions
2. Funding, bank verification and history
· Scrutinizes funding mechanisms to ensure appropriateness
3. Transportation verification and history
· Scrutinizes transport methods/routes to ensure product arrives at the intended, appropriate end user 
4. Product Risk Management 
· Identifies which products within a company’s inventory may pose a risk of misuse 
In addition to the identification of suspicious indicators, the TESI tool maintains a count of flags in each category for comparison with the previous order from that customer. These counts provide a way to quickly gauge increasing concerns regarding the end use (or user) of the purchase, suggesting further communication with the customer. The flags indicate items which may raise concerns and will indicate to the user that the organization should be aware of the risks in these transactions. A company using TESI will need to have or develop a well-defined process for actions to take following the detection of one (or multiple) suspicious indicators on an order.  This could include delaying shipment until concerns are allayed, notification of relevant authorities, or anything in between. The actions should be aligned with the company’s risk tolerance and match any legal and/or industry-specific standards.  
TESI uses an order form, which is intended to identify red flags by interfacing with multiple databases (Products, Customers, and Orders) to identify risks in the products being sold and relevant customer history, as well as suspicious activity based upon customer behavior and how the product will be transported. The order form has all potential indicators on a single page so that a selling agent can easily identify them and evaluate the relative risk of the transaction.  The following sections detail how the tool supports best practices, as well as provide guidance on setting up and using the TESI tool.

[bookmark: _Toc184656606][bookmark: _Ref86839175][bookmark: _Ref86849635][bookmark: _Hlk84251491][bookmark: _Toc468189766][bookmark: _Toc469481885][bookmark: _Toc469483574]Software Installation
[bookmark: _Ref155161397][bookmark: _Toc184656607]Hardware and Software Requirements
Hardware requirements to operate the TESI software include a modern computer with a browser that supports modern web technologies. For optimum graphic display, Mozilla Firefox, Google Chrome, and Microsoft Edge are the recommended browsers for use with TESI. Microsoft’s Internet Explorer is not capable of displaying TESI pages correctly.
[bookmark: _Toc184656608]Download
The first step is to download a copy of the application and save it either to your local computer or a shared network drive. The TESI software is available in three versions, depending on your computer’s operating system:
Windows (tested on Windows 11)
macOS (tested on Sonoma)
Linux
Download the application file matching the operating system of the computer you will be using. The application contains a working database internally, so each copy of the file is a separate, independent instance of the database. TESI is packaged as a single application file, so no installation process is needed.
[bookmark: _Toc184656609]Run the Application
Once you have saved the application, double-click the file to run the application. The TESI application will open in your default browser (which should be one of the browsers listed in Section 2.1 above).
[bookmark: _Toc155278011][bookmark: _Toc155278075][bookmark: _Toc155342996][bookmark: _Toc155278012][bookmark: _Toc155278076][bookmark: _Toc155342997][bookmark: _Toc155278013][bookmark: _Toc155278077][bookmark: _Toc155342998][bookmark: _Toc155278018][bookmark: _Toc155278082][bookmark: _Toc155343003][bookmark: _Toc155278019][bookmark: _Toc155278083][bookmark: _Toc155343004][bookmark: _Toc155278020][bookmark: _Toc155278084][bookmark: _Toc155343005][bookmark: _Toc86836946][bookmark: _Toc155278021][bookmark: _Toc155278085][bookmark: _Toc155343006][bookmark: _Toc155278022][bookmark: _Toc155278086][bookmark: _Toc155343007][bookmark: _Toc155278023][bookmark: _Toc155278087][bookmark: _Toc155343008][bookmark: _Ref86849656][bookmark: _Ref86849811][bookmark: _Ref86849859][bookmark: _Toc184656610]Overview of Software Navigation
The steps provided in this section demonstrate basic navigation through the TESI software.

[bookmark: _Toc184656611]Basic Navigation
[bookmark: _Home_Screen][bookmark: _Ref84856802][bookmark: _Ref87373690][bookmark: _Toc184656612]Home Page
The Home Page appears when the user opens the application. This screen is a tile view of icons. 
[image: ]
[bookmark: _Ref180427528][bookmark: _Ref157493313][bookmark: _Toc184656650]Figure 1. TESI home page


Below is a brief description of each icon on the Home Page. This manual features a detailed section for each icon.
	[image: ]
	
Manage Orders Icon is used to evaluate and record new orders, as well as view active orders and previous order history.

	[image: ]
	Manage Customer List Icon is used to enter and manage customer information.

	[image: ]
	Manage Product List Icon is used to add and manage information about the products your company sells.

	[image: ]
	Facility Overview Icon is used to record baseline information about how your company or facility operates and how sales are typically conducted in your market environment.


[bookmark: _Toc184656651][bookmark: _Hlk155278967]Figure 2. Overview of the TESI navigation icons
[bookmark: _Toc184656613]Navigation Bar
The navigation bar appears at the top of the Home Page when any icon on the home screen is clicked. The common icons (tiles) on the Home Page are also found in the top navigation bar. The “Home” link will return the user to the Home Page. The navigation bar also includes an “About” link and a “Quit” icon on the far right. See Figure 3 below for the navigation bar features.
[image: ]
[bookmark: _Ref177132428][bookmark: _Ref177132409][bookmark: _Ref177132446][bookmark: _Toc184656652]Figure 3. Overview of the TESI navigation bar
[bookmark: _Toc155343013][bookmark: _Toc184656614]Text Size and Zoom
TESI is an adaptable platform, and its appearance will change based on the user’s device settings. Because the TESI software launches in a web browser, the user can control the text size by zooming in and out using the web browser functions.

Flags and Indicators
Various colored indicators are used in the application to denote recorded concerns or potentially suspicious indicators.
· The red [image: ] icon denotes an identified concern – either a customer or bank that has been identified as a sanctioned entity or a chemical identified as having a GHS Hazard Code according to the list described in Section 7.1.3.
· An orange [image: ] flag (sometimes including descriptive text within the control) is used to identify potential suspicious indicators in the course of the risk assessment for a customer or order.
[bookmark: _Toc184656615]Application Setup
[bookmark: _Toc184656616]Software Setup (Facility Overview)
New TESI users should click on “Facility Overview” and enter the required information before using the application for managing customers and orders. The data in the Facility Overview will help users distinguish between normal business practices from those which are uncommon and therefore potentially suspicious. Please answer as many questions as possible with what is typical for your business. The question set is below and also depicted in Figure 4.
Facility Name: Name of your facility where you do business
Country of Facility: The country your facility is located in
Type of Company: The type of business your company is engaged in
What type of customer do you serve?
How are chemicals transported from your facility?
Who coordinates shipping logistics for chemicals leaving your facility?
Do you have any processes where you track your sales after they have left your facility?
Do you verify shipments are received after they have left your facility?
Is there a requirement for special licenses or permits prior to shipping materials at your facility?
Does your facility have any operating procedures or regulations you follow related to preparing products for shipments?
What payment types do you generally accept?
How are orders generally placed?
How is payment generally received?
Click “Save” when done entering all of the facility information or click “Cancel” to exit.

[image: ]
[bookmark: _Ref184630848][bookmark: _Toc184656653]Figure 4. Facility overview page (example)
[bookmark: _Toc184656617]Configure Table Displays
There is a variety of fields that may be displayed in the tables for Orders, Customers, and Products. Not all of this information may be needed by the users in a typical day and may be hidden in order to focus on the most relevant information. To configure which columns are displayed for each table, there is a “Select Columns” button above each table. Clicking on the button will display a list of the possible columns for that table and enable the user to toggle on or off the display each one (see Figure 5).
[image: ]
[bookmark: _Ref184631033][bookmark: _Toc184656654] Figure 5. Select columns to be displayed in a table
The column selections will be stored in the browser’s memory and do not need to be reset on each visit. The selections may not be retained if the browser’s cache is reset or if the TESI application is opened in a different browser.


[bookmark: _Toc155278032][bookmark: _Toc155278096][bookmark: _Toc155343018][bookmark: _Toc184656618][bookmark: _Ref86841991][bookmark: _Ref152658821]Orders Icon
[bookmark: _Toc184656619]Overview and Basics
The TESI tool collects past orders from customers to allow the users to quickly review past order trends. The “Orders” form is the main page for reviewing all the indicators when making product sales. This page is designed to be used by the sales associate processing the sale to identify any indicators or risks of the product sale. As mentioned before, TESI will provide the indicators, but it is up to the facility to determine the next steps to address the indicators and, ultimately, it is the facility’s decision to proceed with the sale. The “Orders” page can be used to place a new order, view your active orders, or see a list of all orders that have been entered into your system.
[bookmark: _Toc184656620]New Order
When you click the “Orders” icon, the “New Order” tab will be the default view. Use this page to enter all of the required information to place a new order.
[image: ]
[bookmark: _Toc184656655]Figure 6. Overview of TESI “New Order” tab on the “Orders” page
Select Company
Click the “Select Company” button to choose the correct Customer from the drop-down list. This is a drop-down list that relies on the information from the “Customers” database. The user will then complete the next rows from left to right, using the drop-down list when necessary. Below is a list of information for each column on the customer order. 
NOTE: If the customer is new or you do not see the company listed, you will need to first add it as a new Customer (see Section 6.1.3), then refresh your “Orders” page and continue.
Order Details
Order Number: Enter the order number (according to your company’s numbering system).
POC Name: Enter the name of your primary point of contact (POC) for the order.
Date: Enter today’s date.
Products Requested
Product Name: Click on this field to choose from the list of products. If you are ordering more than one product, click the “+Add More” button to create multiple product entries. 
NOTE: If you do not see the product listed, you will need to add a product (see Section 7.1.3), then refresh your “Orders” page and continue.
Select Size: Field used to indicate the size or quantity for each product in the order.
Number Units: The number of each product in a particular size that is being purchased (e.g., two 1-liter bottles).
Concerns: Indicator field that relies on the information from the “Product Risk Assessment” form and is in the “Products” database. For example, a “Dual-Use” chemical will be flagged as having both commercial and weapons development applications as identified by the Chemical Weapons Convention (CWC). 
[image: ]
[bookmark: _Toc184656656]Figure 7. Product hazards flag shown
Shipping Address
The information in this section will populate, based on the company you selected for the order and its previous orders. The “Shipping Address On Record” drop-down will be auto-populated with addresses from past orders (if there are any). The address block will be saved for this order and is separate from the address saved in the Customer’s details. The shipping address on record should all be verified with the current order being placed.
Shipping Address On Record: Drop-down shows previously used shipping addresses. The user can select one from the list for the new order.
Shipping Address: The address to use for this order (it may have been selected from the list above or entered manually).
NOTE: If an additional, validated shipping address, bank, or payment method differs from previous orders, toggle the “Different?” button to enter the additional information in the corresponding field.
Payment Information
Enter the payment information used for the current order. The payment method, bank name, and bank address should all be verified with the current order being placed.
Payment method: How the customer is paying for the order (credit card or wire transfer). 
Bank Name and Address On Record: Drop-down shows previously used banks used for payment. The user can select one from the list for the new order or type a new address into the following text area.
Bank address: Name and Address of the bank to be used for this order (may have been selected from the list above or entered manually).
Suspicious Activity
Answer the questions listed to determine if a suspicious indicator exists. The “Suspicious Activity” section includes four questions that can be used by the sales associate to evaluate the general behavior and knowledge of the customer with the products in the sale. This section is a judgement or qualitative assessment about the suspiciousness of the specific customer present for the order. The questions are:
Is there anything suspicious or atypical about the customer order that raises suspicions? 
· This question is based on the opinion of the sales associate. Employee training can be given to improve this judgement based on specific, unusual behavior to look for. 
Is this a larger order than normal for this customer? 
· The sales associate can check past records within the “Orders” form to verify previous order quantities.  
Does the customer have a clear and legitimate purpose for the chemical? 
· This question helps determine if the customer has a real or legal reason to obtain the products. This section may be edited based on the facility needs. One example is to include a list of product uses for the sales associate to choose from and verify with the customer’s claimed use. Employee training can be given to improve this judgement based on specific, unusual responses from the customer.
How was the order placed? 
· The method the customer made the order (in person, over phone, online).
Companies have prevented the sale of precursor chemicals to adversaries in the past simply by identifying that the buyer was acting suspicious. In the KYC tool, there is a single question reflecting on suspicion that also can be used for oddness in the order itself and not in the behavior: Is there anything suspicious or atypical about the customer ordering that raises suspicions? An orange indicator for this should reflect a need to delay processing and management review of the order. This may also signal a need for external reporting of the order. These actions should align with the company policies and procedures, which are defined outside the KYC tool.	Comment by Bigney, Monica: Not sure what this means - based on which other colored indicators, etc?	Comment by Marney, Jonathan: In the application if something is flagged as suspicious, it turns orange. Does this answer your question, or do we need more explanation here?	Comment by Bigney, Monica: I do think we need some basic info earlier, maybe in Section 3? A sub-section like “Flags and Indicators”, explaining to the user what icons they may see throughout the software and what each means. Ties to MB’s comment about having a legend.	Comment by Marney, Jonathan: Section 3.2 was added to explain the indicators.
Requested Shipping
The last section in the “New Order” form is for Transportation Verification. This section, shown in Figure 8 below, is used to determine how the customer will take ownership of the product, such as shipping or personal pick-up. This may not be appropriate for all companies and can be edited to meet the facility or company needs. 
The questions in this section are:
Is the customer requesting urgent or premium shipping?
· If this customer is new or does not typically request expedited shipping, it can be an attempt to circumvent standard processes.
Is the customer taking immediate custody of the chemical? 
· To determine if the customer is using their normal pickup procedures. If the customer usually picks up the product, this may not be a suspicious indicator: however, if this is unusual, this would be considered suspicious and marked with a flag. 
If another person/company is transporting the chemical, who/what company is it?	 
· If the answer to the previous question is “Yes”, then this identifies who the transportation company is. This information aids in the due diligence of the transportation provider. 
Transportation Company Address
· Contact information for the transportation company. This information aids in the due diligence of the transportation provider. 
Transportation Company Phone Number
· Contain information for the transportation company. This information aids in the due diligence of the transportation provider.  Phone contact information can also be important safety information to have. 
Is this the first time you are using this transportation company? 
· Determines if this is a new transporter or a known and trusted transportation company.
Will the shipment be verified upon receipt? 
· If the customer is using a transportation company, will they verify that the product arrives where it is supposed to go? 
Are there any unusual routing requests about this order? (e.g., specifying a specific route that is not the most efficient, stopping at other facilities before the final destination) 
· These may reflect attempts to bypass legal requirements for transport or allow for diversion/theft during transit. 
Are there any unusual labelling requests from the customer? 
· These may reflect attempts to bypass legal requirements for transport or allow for diversion during transit, especially if border crossings are involved in the transport.
Are there any unusual packaging requests that deviate from your company standards or regulations? 
· These may reflect attempts to bypass legal requirements for transport or allow for diversion during transit.
Does the customer/shipper have appropriate materials and personal protective equipment to receive, transport, and store the chemical? 
· This helps determine if the customer has a legitimate purpose for the product. If they cannot safely handle the product, they may not intend to use it for the stated purpose. 
Is the route safe? (Will it travel through hostile/high crime areas?) 
· This determines if the product is more likely to be stolen during transit. 
Each company will need to determine actions to take for any orange indicators highlighted in the transportation section. It is recommended that orange indicators in the transportation section require additional review and are reported to management before an order is processed.  This may also signal a need for external reporting.  These actions should align with the company’s defined policies and procedures before using TESI.  These indicators reflect uncertainty in the transaction and based on defined procedures, may delay processing until questions can be answered by the customer.
[bookmark: _Ref177377153]Completing a Customer Order
Once the three sections of the “New Order” form are completed, the facility or company can analyze the indicators present for the specific order and determine whether to proceed with the sale. A completed example form is shown in Figure 8 for AC Chemical Traders. 
[image: ]Requested Shipping
Suspicious Activity
Shipping Address and Payment Information
Order Details and Products Requested

[bookmark: _Ref177369334][bookmark: _Ref177369341][bookmark: _Toc184656657] Figure 8. Completed Customer Order tab (example)
For the order represented in Figure 8, there are multiple concern flags that should be reviewed before the order proceeds. The indicators are as follows:
Order Details and Products Requested: One caution flag indicating one of the products is a dual-use chemical and could pose a risk. This alone should not stop a transaction, but it does mean that the customer and transportation should be verified.	Comment by Mulcahy, Mary Beth: I think you need a legend somewhere (maybe in the definitions) that shows what the various flags look like. I was expecting actual flags, but now I see a stop sign and an colored oval. Not a problem, but perhaps show it earlier. 	Comment by Marney, Jonathan: Legend added to images and indicators described in section 3.2.
Shipping Address and Payment Information: One orange flag indicating the payment method has changed from past actions. 
Suspicious Activity: One orange flag indicating the customer acted in a suspicious manner. This combined with the hazardous chemicals may begin to make a company question whether to proceed with the sale.
Requested Shipping: Two orange flags show the customer is not taking immediate custody of the product and they will not be verifying the receipt of the product upon arrival.
Some orange indicators can be addressed by contacting the customer company POC (when applicable) to verify any changes to address, payment, shipping, and ordering trends.  Ultimately, it is up to the facility to decide on the level of escalation required for each order and whether to proceed with the transaction. 
After the transaction is completed, click “Submit” to transfer the order to the “Ordering Database” worksheet and clear the screen for the next transaction.
[bookmark: _Ref152679537][bookmark: _Toc184656621]Active Orders
When you click the “Active Orders” tab at the top of the page, you will get a list of all open/pending product orders. 
Date: Date the transaction was made.
Order ID: Internal TESI identification number of the order.
Order Number: Company defined order number for each transaction.
Customer Name: Customer (business) who made the transaction.
Telephone: Lists the telephone number of the main POC.
POC Name: Individual representative from the customer who made the transaction.
Number Units: How many of each quantity of material was sold in the transaction.
Suspicious Indicators: Tally of the number of orange flags found in the order.
Shipping Address: Address to which each order is to be shipped.
Actions: Buttons to edit or delete each order.
[image: ]
[bookmark: _Toc184656658]Figure 9. Screenshot of "Active Orders" tab on Orders page
Filtering your Orders View
Use the search fields under each column heading to filter your list. You may filter on multiple columns.
[bookmark: _Toc184656622]All Orders
Clicking the “All Orders” tab will show a complete list of all orders in the system. The columns on this page are the same as the “Active Orders” page (see Section 5.1.2).
[image: ]
[bookmark: _Toc184656659]Figure 10. Overview of TESI “All Orders” tab on Orders page
[bookmark: _Toc184656623]Edit an Order
Click the pencil icon to edit the details for any existing orders. 
[bookmark: _Toc184656624]Delete an Order
Click the trash can icon to delete an order.
[bookmark: _Toc184656625]Customers Icon
[bookmark: _Toc184656626][image: ]Overview and Basics
A customer identification program is an early component of KYC.  In addition to collecting customer information, KYC best practices include the verification of the customer information and tracking any abnormalities. The “Customers” icon provides an interface for accessing the customer database and adding new customers through the “Customer Verification” form. The Customer database contains both the business information of customers as well as their provided bank information (under “Financial Verification”). A quick look at the navigation options and features on the Customers page is presented in Figure 11. 
[image: ]
[bookmark: _Ref153356123][bookmark: _Toc184656660]Figure 11. Overview of the TESI Customers page
[bookmark: _Toc184656627]Customer List
The Customers Page will display a list of all companies in the system with the following information:
Customer Name: This column displays the company (customer) name 
Telephone: Lists the telephone number of the main POC
POC Name: Lists the name of the main POC
POC Email: Lists the email address for the main POC
Country: The country in which the company is located
Sanctioned: Displays whether the customer has been marked as a sanctioned entity
Business Number: Business’s operating license or tax number 
Verification Date: Date the customer’s information was last checked
Payment Method: The typical way this customer pays for orders
[bookmark: _Toc184656628]Filter Customer List
You can enter text into the fields under each data column to filter the customers displayed. The filter will accept partial matches. Filter criteria can be applied in multiple columns simultaneously to further limit the results. The results must match all applied filters. To undo a filter, simply remove the text from the search box. In Figure 12 below, typing “Chemical” into the “Customer Name” column filter box reduced the list to two results, and typing “Ar” into the “Country” filter further reduced the results to one row.
[image: ]
[bookmark: _Ref177375012][bookmark: _Ref177375021][bookmark: _Toc184656661]Figure 12. Filtering the TESI Customer Database view
[bookmark: _Ref152680385][bookmark: _Toc184656629]Add Customer to Database
When you click the “Add Customer” button, you will be required to enter information into multiple fields. Customer verification reduces the risk of products falling into the hands of someone with malicious intent.  The objective is to ensure the customer is legitimate and will not use dual-use chemicals in an illegal manner.
The process for customer verification should align with the risks associated to the company and associated with the product.  For most products being sold by small-to-medium sized companies, the verification process can focus on verification of addresses, payment processes, and name.  More robust processes can include a detailed background screening of the customer and/or third-party verification.  In addition to aligning with risks, the customer verification process may be limited or guided by specific legal requirements or standards.
TESI is focused on a simplified process for customer verification, shown in Figure 13.  This form is designed to be used by the customer sales associate or other any employee who would collect new customer information. TESI includes a variety of questions to collect information on the customer.  It is recommended that the facility review the questions and determine the applicability and accuracy for their business model and type of customer. See Figure 14 below for a full view of the new customer form.
Customer Verification
Name of Customer/Business: Customer name (may be a person or a purchasing company, facility, or institution).
Telephone: Telephone number to reach the customer or the primary POC at the business.
POC Name: If a business is the customer, this field is optional to identify the primary POC and/or authorized purchasers for the business.
POC Email: Email address to reach customer.
Customer Number: Your business’s tracking number or ID for each customer (for cross-reference with other systems).
Country: Country where the ordering company headquarters is located.
Address: Physical location of the customer or facility of the business. This is used in TESI to determine if a shipment is being sent to the same location. If the customer or business has multiple legitimate locations, the user will need to modify the database to track this information.
Proof of Address: How the “Street Address” is verified (if necessary). A variety of options are given. 
Proof Accepted: Indicator field for address verification. Selecting “Yes” will confirm the location as accurate.
POC Date of Birth: This can be used to confirm the identity of the POC in subsequent transactions.
POC Nationality: This field is the nationality of the POC placing the order. 
POC Father's name/Mother's name: This field is an optional field for higher security verification to confirm the identity of the “Point of Contact” for transactions determined by the user as high-risk. 
Business Number: Government-issued unique identification number for company. Documentation and verification of the authenticity is highly recommended. 
Business Type: Type of business the customer operates. Examples of a few selections include distributor, end-user, or retailer. This field is used to understand the customer and anticipate the typical business relationship and sales trends.  This field can be used to highlight abnormal sale trends and can also be used to verify that the business type matches the government-issued license.
Trusted Customer: If this customer is known and has previously been verified according to business number and/or other standards.
Verification Date: Date the customer’s information was last checked.
Third-party reference name: Optional field to collect third-party references for the customer/business. This helps ensure the customer has a legitimate need for the chemical, based on a third-party confirmation.  The reference could be another vendor, a customer of the customer, or a collaborator of the customer with whom legitimacy is well known. 
Third-party reference contact information: This field should include the primary contact information for the third-party reference.
NOTE: Place of birth, parent’s names, nationality, and other types of information used for identification purposes are considered Personally Identifiable Information and should be protected in accordance with relevant regulations and best practices.
Financial Verification
Bank Names: Name of the financial institution or bank for payment.
Bank Addresses: Location of the bank listed in the “Bank Name” field.
Payment Method: How the customer is making their purchase. Cash or crypto currency payments are not guarantees of illegitimate purchases, but requests for this type of payment are considered higher risk. This may be dependent on the company’s normal business practices and cultural norms in the region. In areas or industries where cash payments are common, these do not raise the same suspicions.
Frequency of Ordering: Optional field used to understand customer purchasing trends.
Company or financial institute on any sanctioned list?: It is highly recommended that the user review applicable sanctions list to verify that neither the customer, business name, or financial institution appear on them. 
Click “Save” when done entering all of the new customer’s information or click “Cancel” to clear the form.
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[bookmark: _Ref184645450][bookmark: _Toc184656662]Figure 13. Overview of the TESI Customer Verification form for adding new customers
[bookmark: _Toc184656630]Sanctioned Entity Matches
Whenever a customer's name or address is saved, or if a bank name of address is saved, TESI searches an internal database of internationally sanctioned entities with matching information. TESI’s internal database was preloaded with lists of sanctioned entities. For more information about the pre-loaded lists, see Sanctions Lists (in the Appendix). If information you entered for the customer or their bank matches any records in the sanctioned entities database, you will be notified with a dialog listing the matches as shown in Figure 14 below.
In the dialog, you will be given the option to confirm the entity as Sanctioned (as a business or individual that appears to be sanctioned). Clicking the “Confirmed Sanctioned” button will update the Name/Address record in the database with a “Sanctioned” flag. Alternatively, clicking the “Close” button will dismiss the notification without updating the record.
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[bookmark: _Ref177375067][bookmark: _Ref156224509][bookmark: _Toc184656663]Figure 14. Sanctioned Entities dialog box
[bookmark: _Toc184656631]Edit Customer Form
To edit existing customer information, a user can click the pencil icon under the “Actions” column in the customer’s row. This will open up the Customer Verification form and allows you to edit the fields (see Section 6.1.3 for the full list of fields).
[bookmark: _Toc184656632]Delete Customer from Database
To delete a customer from the TESI database, click the Trash icon on the right-hand side of the customer’s row. A dialog box displays, asking the user to confirm the deletion. Click “OK” to proceed with the deletion or “Cancel” to exit.
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[bookmark: _Toc184656664]Figure 15. Delete Customer dialog box


[bookmark: _Toc184656633]Product Icon 
[bookmark: _Hlk84433408][image: ]A key step in understanding the risks of the products you sell begins with knowing what products you have and the hazards or risks inherent to those products.  TESI supports this by including a product risk assessment form to help identify products with potential dual-uses and provides a product database as a tool to manage your product inventory.
Clicking on the TESI “Products” icon takes the user to the products database. Additional products may be added to the catalog per Section 7.1.1. Products may also be imported to the list from another system, as described by in Section A.2.
[bookmark: _Toc184656634]Overview and Basics
Click the “Products” tile and a list of products appears on the page. Below is a quick overview of the basic features and buttons on the Products Page.  
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[bookmark: _Toc184656665]Figure 16. Overview of the TESI Products page
[bookmark: _Toc184656635][bookmark: _Ref152663634]Products Page View
This table includes the list of products entered in the “Product Risk Assessment”. The “Hazards” column has a red icon ([image: ]) if the GHS codes (Globally Harmonized System of Classification and Labelling Chemicals) entered in the “Product Risk Assessment” form have a red indicator.  This will appear as a red indicator on the Customer Order tab.  Your facility can manually edit this field based on its decision of the hazardous rating for a product. Additionally, if your company already has product information, you can directly add the information to this database.
[bookmark: _Toc155278050][bookmark: _Toc155278114][bookmark: _Toc155343036][bookmark: _Toc155278051][bookmark: _Toc155278115][bookmark: _Toc155343037][bookmark: _Toc155278052][bookmark: _Toc155278116][bookmark: _Toc155343038][bookmark: _Toc155278053][bookmark: _Toc155278117][bookmark: _Toc155343039][bookmark: _Toc184656636]Filter Product Database
From the Products Page, you can enter information into the search boxes under each column heading to filter your results. You can filter on multiple columns, if desired. 
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[bookmark: _Toc184656666]Figure 17. Action buttons on Products page
[bookmark: _Ref155277967][bookmark: _Toc184656637]Adding a New Product
Click the “Add Product” button to create a new product. For each product that is sold, the company will need to complete the information in the “Product Risk Assessment” form to determine the hazards and risks of the products. This page is designed to be completed by a person at the facility that is knowledgeable about the products, such as the facility’s management or Safety and Security Officer. This page should be filled out prior to a customer sale and is used to populate the “Product Inventory” worksheet. Information about chemicals can be found in a variety of places. For example, chemical hazards can be found on a Safety Data Sheet (SDS) provided by the product manufacturer or searched online at PubMed and the Europeans Chemicals Agency (ECHA) website. Known security concerns related to a chemical can be found on various international lists such as The Australia Group, OPCW, and Wassenaar Arrangement (See A.3, Definitions for more details). The Product Risk Assessment worksheet (shown in Figure 18 below) includes a variety of sections to be completed. This worksheet can be redesigned to meet the facility’s needs. The current worksheet includes nine sections initially designed for a chemical product risk assessment.
The page contains the following fields:
Product ID: How the product is identified by the company for inventory purposes; this may be letters, numbers, or combination of letters and numbers. 
Product: The name of the product as it will be sold to customers (e.g., Chlorine, Window Cleaner).
CAS Number: The CAS number for ALL chemicals found in the product. A CAS number is a numeric identifier that is unique for a chemical and may contain up to 10 digits. For example, caffeine has a CAS number of 58-08-2. CAS numbers may be found by doing a search at https://commonchemistry.cas.org (if you know the name of the chemical). If you do not find the chemical there, you can sometimes find it by doing a general internet search. CAS numbers can also be found in SDS sheets from the manufacturer of the chemical or mixture. CAS numbers should be put into TESI without dashes (for example, caffeine would be put in as 58082 for CAS 58-08-2) and multiple CAS numbers can be entered, with a comma separating each CAS. An orange flag indicates that a chemical in the product is identified as a potential dual-use chemical due to inclusion on chemicals of concern lists by the CWC or the Australia Group. 
Physical State: Solid, liquid, or gas.
Packaging: The product packaging (e.g., amber glass bottle, plastic bottle, etc.).
Size: The quantity the product is sold as (e.g., 1 L, 2 kg, etc.).
GHS Hazard Codes: GHS Codes are part of the Globally Harmonized System of Classification and Labelling Chemicals and provide a set of standardized phrases that relate to hazards associated with a chemical. Each GHS code is the letter H followed by a three-digit number. For example, H200 indicates Unstable Explosive and H300 indicates Fatal if Swallowed. This information can be found on the SDS or at PubMed for a given chemical. Indicators in this section identify chemicals that can cause damage to people or the environment. Many chemicals have more than one GHS code and all the GHS codes for a chemical mixture should be entered. The table below shows the GHS H-codes and corresponding hazard statements that will display a red flag. 
[bookmark: _Toc184656676]Table 1. GHS H-codes
	Code
	Hazard Statement
	
	Code
	Hazard Statement

	H204
	Fire or projection hazard
	
	H282
	Extremely flammable chemical under pressure: may explode if heated

	H206
	Fire, blast or projection hazard; increased risk of explosion if desensitizing agent is reduced
	
	H300
	Fatal if swallowed

	H207
	Fire or projection hazard; increased risk of explosion if desensitizing agent is reduced
	
	H301
	Toxic if swallowed

	H209
	Explosive
	
	H310
	Fatal in contact with skin

	H210
	Very sensitive
	
	H311
	Toxic in contact with skin

	H220 
	Extremely flammable gas
	
	H314
	Causes severe skin burns and eye damage

	H221
	Flammable gas
	
	H318
	Causes serious eye damage

	H224
	Extremely flammable liquid and vapor
	
	H330
	Fatal if inhaled

	H225
	Highly Flammable liquid and vapor
	
	H331
	Toxic if inhaled

	H228
	Flammable solid
	
	H370
	Causes damage to organs

	H230
	May react explosively even in the absence of air
	
	H400
	Very toxic to aquatic life

	H232
	May ignite spontaneously if exposed to air
	
	H401
	Toxic to aquatic life

	H240
	Heating may cause an explosion
	
	H410
	Very toxic to aquatic life with long lasting effects

	H250
	Catches fire spontaneously if exposed to air
	
	H411
	Toxic to aquatic life with long lasting effects

	H260
	In contact with water releases flammable gases which may ignite spontaneously
	
	H271
	May cause fire or explosion; strong Oxidizer

	H261
	In contact with water releases flammable gas
	
	
	




Other Issues of Security Concern: Any additional concerns may be placed here, which the company may consider outside the scope of chemical control lists or GHS codes. For example, enter any additional security concerns you may have about a chemical (e.g., if there is a history of theft for a given chemical in your region).
Concerns: If there are any flags, this should be Yes; otherwise it should be No. 
See Figure 18 for a screenshot of the New Product page.
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[bookmark: _Ref177376380][bookmark: _Ref177376392][bookmark: _Toc184656667]Figure 18. Example of a filled-out Product form
[bookmark: _Toc184656638]Edit a Product
Click the pencil icon under the “Actions” column to edit the details for any product. 
[bookmark: _Toc184656639]Delete a Product
Click the trash can icon under the “Actions” column to delete a product. A dialog box will appear, asking you to confirm the deletion. Click “OK” to delete or click “Cancel” to exit.
[bookmark: _Toc86836958][bookmark: _Toc86849962][bookmark: _Toc86850905][bookmark: _Toc155343044][bookmark: _Toc155343045][bookmark: _Toc155343046][bookmark: _Toc155343047][bookmark: _Toc155343048][bookmark: _Toc155343049][bookmark: _Toc155343050][bookmark: _Toc155343051][bookmark: _Toc155343052][bookmark: _Toc155343053][bookmark: _Toc155343054][bookmark: _Toc155343055][bookmark: _Toc155343056][bookmark: _Toc155343057][bookmark: _Toc155343058][bookmark: _Toc155343059][bookmark: _Toc155343060][bookmark: _Toc155343061][bookmark: _Toc155343062][bookmark: _Toc155343063][bookmark: _Toc155343064][bookmark: _Toc184656640][bookmark: _Ref84856699][bookmark: _Toc468189774][bookmark: _Toc469481893][bookmark: _Toc469483582]Interpretation of Results
The process flow for the TESI tool can be seen in Figure 19 below. The goal is to make an informed decision about whether to proceed with a sale based on information on the product being sold, the customer purchasing it, and how it is to be transported. The “Product Risk Assessment” and “Product Inventory” worksheets provide information on hazards related to the product, the “Customer Verification” and “Database” worksheets provide information on the customer purchasing it, and questions within “Customer Order” provide information on how it will be transported. All are important to understand the risks of a sale. 
[bookmark: _Hlk157756734]Once all the information has been gathered and put into the tool, a quick analysis can be made about the number of orange indicators.  Decisions can be then made to complete a transaction or to follow-up with questions before determining whether to complete a transaction. 
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[bookmark: _Ref116223363][bookmark: _Toc116250831][bookmark: _Ref180428217][bookmark: _Toc184656668]Figure 19. KYC Tool process flow diagram
[bookmark: _Toc184656641][bookmark: _Toc128146134]Transaction Analysis Example
This section provides an example method of combining each indicator to determine the risk of the transaction.  Below is a 3-step accumulation of indicators to highlight the level of risk from low to high.  	Comment by Bigney, Monica: I added a legend to the graphics instead



Step 1: Begin with the “Customer Verification”, which includes first determining if the customer is new or existing. 
[image: ][image: ]
[bookmark: _Toc184656669]Figure 20. KYC Tool Customer Verification process flow diagram
Step 2: Evaluate the Customer Order. The blue boxes pull in the information highlighted in Step 1 which may raise or lower the accumulated risk for the transaction.
[image: ][image: ]
[bookmark: _Toc184656670]Figure 21. KYC Tool Customer Order process flow diagram


Step 3: Evaluate the shipping method for the transaction. As with Step 2, the blue color boxes pull in the information highlighted in Step 1 which may raise or lower the accumulated risk for the transaction.
[image: ][image: ]
[bookmark: _Toc184656671][bookmark: _Hlk157413599]Figure 22. KYC Tool Transportation Verification process flow diagram
[bookmark: _Owners][bookmark: _Groups][bookmark: _Users][bookmark: _Toc84923356][bookmark: _Toc84923357][bookmark: _Toc84923358][bookmark: _Toc84923359][bookmark: _Toc84923360][bookmark: _Toc84923361][bookmark: _Toc84923362][bookmark: _Toc84923363][bookmark: _Toc84923364][bookmark: _Toc84923365][bookmark: _Toc84923366][bookmark: _Toc84923367][bookmark: _Toc84923368][bookmark: _Toc84923369][bookmark: _Toc84923370][bookmark: _Toc84923371][bookmark: _Toc84923372][bookmark: _Toc84923373][bookmark: _Toc84923374][bookmark: _Toc84923375][bookmark: _Toc84923376][bookmark: _Toc84923377][bookmark: _Toc84923378][bookmark: _Toc84923379][bookmark: _Toc84923380][bookmark: _Toc84923381][bookmark: _Toc84923382][bookmark: _Toc84923383][bookmark: _Toc84923384][bookmark: _Toc84923385][bookmark: _Toc84923386][bookmark: _Toc84923387][bookmark: _Toc84923388][bookmark: _Toc84923390][bookmark: _Toc84923392][bookmark: _Toc84923393][bookmark: _Toc84923394][bookmark: _Toc84923395][bookmark: _Toc84923396][bookmark: _Toc84923397][bookmark: _Toc84923398][bookmark: _Toc84923399][bookmark: _Toc84923400][bookmark: _Toc84923401][bookmark: _Toc84923402][bookmark: _Toc84923403][bookmark: _Toc84923404][bookmark: _Toc84923405][bookmark: _Toc84923406][bookmark: _Toc84923407][bookmark: _Toc84923408][bookmark: _Toc84923409][bookmark: _Toc84923410][bookmark: _Toc84923411][bookmark: _Toc84923412][bookmark: _Toc84923413][bookmark: _Toc84923414][bookmark: _Toc84923415][bookmark: _Toc84923416][bookmark: _Toc84923417][bookmark: _Toc84923418][bookmark: _Toc84923419][bookmark: _Toc84923420][bookmark: _Toc84923421][bookmark: _Toc84923422][bookmark: _Toc84923423][bookmark: _Toc84923424][bookmark: _Toc84923425][bookmark: _Toc84923426][bookmark: _Toc184656642]Technical Information and References	Comment by Bigney, Monica: Can we get a general title for this appendix?	Comment by Marney, Jonathan: The first one (Exporting and Importing) can have the title Data Management.	Comment by Bigney, Monica: So I see 6 subsections - is there one title that would cover all of them? It was just called “Appendix”, which is a bit odd :)	Comment by Marney, Jonathan: Oh, I see. It's hard to group it all under one heading. Could it be organized to be different (separate) appendices? If not, maybe we could call it "Technical Information and References"?	Comment by Bigney, Monica: I like that.
[bookmark: _Ref84945999][bookmark: _Toc184656643]Exporting Data from TESI
[bookmark: _Hlk83310888]The TESI Export function (in Manage Data) can be used to export Product, Customer, and Order data from the TESI database to an Excel, CSV or JSON file from TESI. This section provides descriptions of this process for exporting an Excel file directly from the TESI database, but the process is the same for exporting the CSV or JSON file. 
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[bookmark: _Ref157493289][bookmark: _Toc184656672]Figure 23. Manage Data Import/Export menu
1. Click the Export Data button.
2. Choose the data set you wish to export (Products, Customers or Orders).
3. Choose the file format you wish to use (Excel, CSV, or JSON).
4. Click the Download Data button.
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[bookmark: _Toc184656673]Figure 24. Export data options
[bookmark: _Ref184648032][bookmark: _Ref184648036][bookmark: _Toc184656644]Importing Data into TESI
The TESI Import function (in Manage Data) can be used to import Product, Customer, and Order data into the TESI database from Excel (.xlsx, .xls, .xlsm file types), CSV or JSON files. This section provides a description of this process for importing data from an Excel file, but the process is the same for importing CSV or JSON files. 

For the "products" table, the input column headers in Excel need to be:	Comment by Bigney, Monica: Do the actual data (in addition to the headers) have to be in a certain format as well? This doesn’t seem clear.	Comment by Marney, Jonathan: Good idea to include the formats, maybe I'll post examples to the website as well. Do you think including the formats in this way is clear, or should I use a different method?	Comment by Bigney, Monica: I think examples you’ve added are fine if the import process is flexible. If data need to be very specifically entered (i.e., capital letters matter, specific words matter) so as not to produce errors, we might need to be more detailed - perhaps line by line
CAS Number: String
Concerns: TRUE/FALSE
Facility Product ID: String
Hazard Codes: Comma separated strings (e.g., H313,H314)
Material Packaging ID: Number
Other Issues: String
Physical State ID: Number
Product Name: String
Size: String (e.g., 35 L)
For the "customers" table, the input column headers in Excel need to be:
Address Proof Accepted: TRUE/FALSE
Address Proof Type ID: Number
Bank Address : String
Bank Name: String
Business Number: String
Business Type: String
Country: String
Customer Address: String
Customer Name: String
Facility Customer ID: String
Order Frequency: TRUE/FALSE
Payment Method ID: Number
POC Date of Birth: mm/dd/yyyy
POC Email: String
POC Name: String
POC Nationality: String
POC Parent Name: String
Sanctioned: Number (e.g., 1 = Yes, 2 = No, 3 = Unknown)
Telephone: String
Third Party Contact Information: String
Third Party Ref Name: String
Trusted Customer: TRUE/FALSE
Verification Date: mm/dd/yyyy
For the "orders" table, there should be a separate row for each product ordered. New products (identified by an unrecognized facility_product_id) will automatically be added to the Product table. The input column headers for “orders” in Excel need to be:
address_different: Boolean
atypical_order: Boolean
bank_address_different: Boolean
[bookmark: _Hlk184894343]bank_name_different: Boolean
cas_numbers: String
concerns: Boolean
customer_id: Number
delivery_date: mm/dd/yyyy
end_use_verified: Boolean
facility_order_id: String
facility_product_id: String
first_time_transporter: Boolean
hazard_codes: String
immediate_custody: Boolean
larger_order: Boolean
name: String (i.e., the name of the product/chemical)
order_bank: String
order_date: mm/dd/yyyy
order_method: Number
other_issues: String
packaging: Number
payment_different: Boolean
payment_method_id: Number
physical_state_id: Number
poc_name: String
ppe_concern: Boolean
quantity: Number
route_safety_concern: Boolean
shipment_verification: Boolean
shipping_address: String
size: String (e.g., 500 ml)
transporter_address: String
transporter_name: String
transporter_phone: String
unusual_handling: Boolean
unusual_labeling: Boolean
unusual_routing: Boolean
urgent_shipping: Boolean
To Import a data file:
1. Click the Import Data button shown in Figure 23 above.
2. Select the data set type and the file to be imported.
3. Click the Import Data button.
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[bookmark: _Toc184656674]Figure 25. Import data options screen
If the fields in the imported file do not match the expected fields, an error message explaining the issue will be displayed (example below).

[image: ]
[bookmark: _Toc184656675]Figure 26. Import data error message example
[bookmark: _Toc468189797][bookmark: _Toc469481916][bookmark: _Toc469483605][bookmark: _Ref84857099][bookmark: _Ref84857211][bookmark: _Ref84857474][bookmark: _Toc184656645]
Definitions
	Term
	Definition

	ABOUT ICON
	The “About” icon includes information regarding the version of TESI software being used and the license agreement. 

	CHEMICAL ABSTRACT SERVICE REGISTRY NUMBER (CAS RN)

	Chemical Abstract Service Registry Number is also referred to as CAS Number or CAS #. This unique numeric identifier can contain up to 10 digits assigned to one unique chemical substance and is separated into three groups by hyphens. Starting from the left, the first part of the number has two to seven digits; the second part has two digits. The final part consists of a single check digit. The check digit, generated by a standard calculation, can be used to verify the CAS validity. All chemical substances registered with CAS are assigned a CAS Number. The CAS Registry—containing more than 71 million organic and inorganic substances and 64 million sequences—is the most authoritative collection of disclosed chemical substance information. For more information on the standard calculation and how to validate the CAS number, and to search CAS Numbers, visit http://www.cas.org/. 

	CWC
	The Chemical Weapons Convention (CWC) (implemented by the Organisation for the Prohibition of Chemical Weapons [OPCW]) aims to eliminate an entire category of weapons of mass destruction by prohibiting the development, production, acquisition, stockpiling, retention, transfer, or use of chemical weapons by States Parties. States Parties, in turn, must take the steps necessary to enforce that prohibition in respect of persons (natural or legal) within their jurisdiction. All States Parties have agreed to chemically disarm by destroying any stockpiles of chemical weapons they may hold and any facilities which produced them, as well as any chemical weapons they abandoned on the territory of other States Parties in the past. States Parties have also agreed to create a verification regime for certain toxic chemicals and their precursors (listed in Schedules 1, 2 and 3 in the Annex on Chemicals to the CWC) in order to ensure that such chemicals are only used for purposes not prohibited. Therefore, any chemical on the CWC List must be managed and controlled by all signatories to the CWC. Even for non-signatories, the chemicals on the list are important to track and secure. To find out more information about the CWC, please visit http://www.opcw.org/chemical-weapons-convention/. If the website link is broken, conduct an internet search for “OPCW CWC.”

	Dual Use
	Chemicals, equipment, knowledge, or software that can be used for legitimate purposes or misapplied to manufacture illicit drugs, explosives, or chemical weapons that pose a threat to public health and safety, agricultural crops, the environment, or national security.
Note: The Organisation for the Prohibition of Chemical Weapons uses the term “multi-use” to express the same concept (https://www.opcw.org/multiple-uses-chemistry).

	GHS
	Globally Harmonized System of Classification and Labeling of Chemicals, a framework that standardizes the classification and labeling of chemicals worldwide. Its goal is to establish criteria for the classification of health, physical and environmental hazards, and specify what information should be included on hazard labels as well as safety data sheets. As a global standard, GHS encourages individual countries to implement hazard classes and categories in their legislation. For more information, please visit https://chemicalsafety.com/globally-harmonized-system-ghs/#:~:text=GHS%20is%20an%20acronym%20for%20the%20Globally%20Harmonized%20System%20of.

	Organisation for the Prohibition of Chemical Weapons (OPCW)
	The implementing body for the Chemical Weapons Convention, which entered into force on 29 April 1997. The OPCW, with its 193 Member States, oversees the global endeavour to permanently and verifiably eliminate chemical weapons.

	The Australia Group
	An informal forum of countries which, through the harmonisation of export controls, seeks to ensure that exports do not contribute to the development of chemical or biological weapons.

	Wassenaar Arrangement
	The Wassenaar Arrangement has been established to contribute to regional and international security and stability, by promoting transparency and greater responsibility in transfers of conventional arms and dual-use goods and technologies, thus preventing destabilising accumulations. Participating States seek, through their national policies, to ensure that transfers of these items do not contribute to the development or enhancement of military capabilities which undermine these goals and are not diverted to support such capabilities. The aim is also to prevent the acquisition of these items by terrorists.



[bookmark: _Toc468189798][bookmark: _Toc469481917][bookmark: _Toc469483606][bookmark: _Toc184656646]Acronyms
	Term
	Definition

	CAS RN
	Chemical Abstract Service Registry Number (U.S.)

	CRM
	Customer Relationship Management

	CSV
	Comma Separated Values

	CWC
	Chemical Weapons Convention

	ECHA
	European Chemicals Agency

	GHS
	Globally Harmonized System of Classification and Labelling of Chemicals

	JSON
	JavaScript Object Notation

	KYC
	Know Your Customer

	OPCW
	Organisation for the Prohibition of Chemical Weapons

	POC
	Point of Contact

	SDS
	Safety Data Sheet

	SNL
	Sandia National Laboratories

	SOP
	Standard Operating Procedure

	TESI
	Transaction Evaluation for Suspicious Indicators 


[bookmark: _Ref181437106][bookmark: _Toc184656647]Sanctions Lists
As of September 12, 2024, the TESI application was pre-loaded with the following international sanctions lists:
	Country
	List
	Source Address

	United States (US)
	Consolidated Screening List
	https://api.trade.gov/static/consolidated_screening_list/consolidated.json

	Australia (AU)
	Consolidated List
	https://app-as.readspeaker.com/cgi-bin/rsent?customerid=6248&amp;lang=en_au;&amp;readclass=main-content

	Singapore (SG)
	Terrorism (Suppression of Financing) Act 2002
	https://sso.agc.gov.sg/Act/TSFA2002?ProvIds=Sc1-#Sc1-

	European Union (EU)
	Consolidated list of persons, groups and entities subject to EU financial sanctions
	https://webgate.ec.europa.eu/fsd/fsf/public/files/xmlFullSanctionsList_1_1/content?token=dG9rZW4tMjAxNw


[bookmark: _Toc468189799][bookmark: _Toc469481918][bookmark: _Toc469483607][bookmark: _Toc184656648]Troubleshooting
Provided below is a short list of common problems encountered when using the TESI software. If your issue is not listed in this section, please contact chemsecurity@sandia.gov for additional guidance.
	Problem
	Cause
	Solution
	Reference Section

	TESI application does not appear to open.
	The application can be slow to start up and does not show a loading screen.
	When opening the application, wait up to 15 seconds for it to load.
	

	After saving an order, the form disappears.
	The form is hidden, and the page may not reload.
	Scroll to the top of the page.
	5.1.1.8
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The Transaction Evaluation for Suspicious Indicators (TESI) Tool

“The TES| tool is free software provided with permission from Sandia National Laboratories and the Department of State, Chemical Security Program (CSP). You are permitted to copy
and distribute only verbatim copies . TES! is for non-profit purposes, and is not for sale, resale, lease or any other form of commercial distribution. Sandia National Laboratories is a
multimission laboratory managed and operated by National Technology and Engineering Solutions of Sandia, LLC, a wholly owned subsidiary of Honeywell International Inc,, for the
U.S. Department of Energy’s National Nuclear Security Administration under contract DE-NA0003525.SAND2023-020740"
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To be completed about the company that is using this tool

Facility Name

Country of Facility

Past Practices

Type of Company
(select all that apply)

What type of customer do you
serve?
(Select all that apply)

How are chemicals transported
from your facility
(Select all that apply)

Who coordinates shipping
logistics for chemicals leaving
your facility?

Do you have any processes
where you track your sales after
they have left your facility?

Do you verify shipments are
received after they have left your
facility?

Is there a requirement for special
licenses or permits prior to
shipping materials at your
facility?

Does your facility have any
operating procedures or
regulations you follow related to
preparing products for
shipments?

What payment types do you

generally accept?
(Select Yes for all applicable)

How are orders generally placed?

How is payment generally
received?

Cancel

Nova Supply Inc.

Chile

Retailer
Wholesaler

Chemical Manufacturer
Distributor
Trans-shipper
Other

End-User
Chemical Company
Resaler
Chemical Distribution

Customer personal vehicle
Commercial Truck
Tanker truck
Rail
Ship
Air
Other
You

Customer
Third Party

No

No

Cash
Credit Card
Wire Transfer
Purchase Order
Banking App

| online

Payment upon receipt

Payment upon delivery
Deposit placed when ordered
Invoiced

Payment upon ordering

Customers ~ Products ~ About  Manage Data

Quit




image14.png
Products

Add Product Select Columns

Product Name CA

][

Sulfuric Acid 76¢
Lithium 74:
Sulfuric Acid 76¢
Aspirin 50-

© Copyright 2024 by N

Product Name

CAS Number

Material
Packaging

Size

[J GHS Hazard
Codes

Concerns

Hazards

Actions

rial

i Size
aging

Concerns

500 ml
10 oz
51
500 g

w

w

w




image15.png
& TESI Home —

Orders

New Order  Active Orders  All Orders

Total Chem Sales

Order Details

Order Number * POC Name *
Order Date Delivery Date
mm/dd/yyyy B8 mm/dd/yyyy

Products Requested

Product Name -~ Select Size -~ Number Units Concerns.

Shipping Address

Shipping Address On Record -- Previous Addresses

Payment Information
Payment method
Cash

Bank Name and Address On Record |-- Previous Banks --

Suspicious Activity

1s there anything suspicious or atypical about the customer ordering that raises

I this a larger order than normal for this customer?
s there no clear and legitimate purpose for this product? (End use verification)
How was the order placed? *

-- Select Method -~

Requested Shipping
Is the customer requesting urgent or premium shipping?
Is the customer taking immediate custody of the product?

If another person/company is transporting the product, what company is it?
Transportation Company Address
Transportation Company Phone Number

Is this the first time you are using this transportation company?
Will the shipment be verified upon receipt?

Are there any unusual routing requests about this order? (For example:
specifying a specific route that is not the most efficient, stopping at other
faciliies before the final destination)

Are there any unusual labeling requests from the customer?

Are there any unusual packaging and handling requests that deviate from your
company standards or regulations? (e.g. Product needs to be refrigerated and
no request for refrigerated transportation)

Does the customer/shipper have appropriate materials and personal protective
equipment to receive, transport, and store the chemical?

Is the route safe? (Will it travel through hostile/high crime areas?)
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Error:

The data provided contains too many columns to insert into the products table.
There should be 6 columns, but 11 were provided.

Please refer to the data import guidelines and adjust your data file accordingly before importing again.

Go back to Tesi Tool.




