[bookmark: _Hlk53382709]· What security measures are applied to prevent unauthorized access to sensitive information, written records, and information systems (e.g., access controls, encryption)?
· What methods are used to prevent loss or theft of sensitive information, written records, and information systems (e.g., access controls, activity monitoring, restrictions on the presence of cameras/scanners/removable digital media)?
· What methods are used to protect the integrity of sensitive information, written records, and information systems (e.g. indelible markings, malware detection, air gaps between internal systems and external systems, cyber hygiene)?

· Describe how the system is validated (e.g., auditing and access permission reconciliation)
· Describe when the system is validated (e.g., scheduled performance testing, re-validations brought on by change, required reconciliations suggested by incidents)
· Identify who is notified of discrepancies
· Describe how discrepancies are resolved
· Describe process for investigating/evaluating lessons learned/ implementing corrective actions. Track status in Incident Response Form and Log
· Refer to BRM Manual: Chapter IX, Facility Access Determination; Chapter XVI, Physical Security Systems; Chapter XVII, Information Control; Chapter XIX, Waste Handling and Disposal; Chapter XXI, Emergency and Incident Response, Reporting and Investigation; Chapter XXII, Biorisk Management System Assessment and Improvement
· How is sensitive information securely stored (e.g., locking cabinets, password-protected computers, access-controlled rooms)?
· How is access to stored sensitive information controlled (e.g., key, password, lock combination, access card)?

· How is sensitive information transferred into and out of the facility?
· How is a transfer recorded during sensitive information, and sensitive information system, use (e.g., written logs, monitored activity on digital systems)?
· Who authorizes sensitive information transfers?
· Describe any differences between internal (intra-entity) vs external transfers

· How is sensitive information redacted?
· When is sensitive information redacted?
· Who has authorization to redact sensitive information? 
· How is redaction recorded (e.g., written logs, monitored activity on digital systems)?
· Describe any differences between redaction for internal documents (intra-entity) vs redaction for sharing with external parties

· How is sensitive information disposed of (e.g., shredding, incineration)?
· When is sensitive information disposed of?
· Who has authorization to dispose of sensitive information? 
· How is disposal recorded (e.g., written logs, monitored activity on digital systems)?
· How is complete disposal verified (e.g., visual inspection of remnants)?

· What type of classification scheme(s) will meet the needs for information security, integrity and accountability as well as patient confidentiality (e.g. existing classification guides, newly written classification guidance, a combination of both)?
· What level of detail is required for each item of information (e.g., estimate of potential damage to national security if disclosed, allowable distribution, date for declassification)?
· Are adequate resources in place to implement and maintain the preferred scheme(s)?
· What precautions are taken to ensure the accuracy and authenticity of each scheme (e.g., access directly through the regulator, copy-controlled local copy of the guidance, verified by a classification authority)?
· How do you determine access and user permission for each scheme?
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· How is sensitive information disposed of (e.g., shredding, incineration)?
· When is sensitive information disposed of?
· Who has authorization to dispose of sensitive information? 
· How is disposal recorded (e.g., written logs, monitored activity on digital systems)?
· How is complete disposal verified (e.g., visual inspection of remnants)?

· How is sensitive information accessed? By whom?
· When is sensitive information accessed? 
· How is information classification confirmed?
· How is the authorization of the individual confirmed?
· How is the access of sensitive information recorded?
· How is the access to items of sensitive information limited to those who need it?

· How is sensitive information generated? By whom? Is there a person designated to assist the individual in properly classifying new or compiled information?
·  How does one confirm information classification level, distribution restrictions and declassification dates?
· How is information declassified? By whom?
· How is the generation of unexpected sensitive information handled?

· When are individuals granted access to sensitive information (e.g., duration of the related work, until scheduled review of the individual’s appropriateness and need for access, duration of employment in that position)?
· How is the level of access determined (e.g., need to access the information, reliability of the individual, a combination)?
· How is the level of access changed or terminated? By whom?
· How will the authorization be confirmed at time of access (e.g., checking of a manual log, unique digital code or card chip)?

· What type of marking will meet the needs for information security and accountability (e.g. stamps, handwritten caveats, digital signatures)?
· What level of detail should appear on each item of information (e.g., estimate of potential damage to national security if disclosed, allowable distribution, date for declassification)?
· Are adequate resources in place to implement and maintain the preferred marking(s)?
· What precautions are taken to ensure accuracy an authenticity of each marking (e.g., reviewed by an appropriately authorized superior, verified by a classification authority)?
· What training must be developed and provided?

· What information and information systems should be considered sensitive and protected using information security (e.g., genomic information from potentially pandemic pathogens, protocols and procedures which could be stolen for nefarious purposes, security features and weaknesses of your facility, personal details of employees, protected government or commercial information)?
· Are there regulatory requirements or guidelines to be met?
· Refer to Biorisk Management (BRM) Manual: Chapter V, Biorisk Assessment; Chapter VII, Personnel Management; Chapter IX, Facility Access Determination; Chapter XVI, Physical Security Systems; Chapter XVII, Information Control; Chapter XXI, Emergency and Incident Response, Reporting and Investigation; Chapter XXII, Biorisk Management System Assessment and Improvement (4-00-001) and the Biosecurity Program Plan (6-01-001)
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