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Research Questions & Goals

O

 How do we protect facility functions to minimize the impact of an
adversary who has gained access to plant systems?

* How can we architect our systems to maximize our opportunity to detect a
cyber-intrusion?

 How can we leverage safety analyses to inform cybersecurity designs?

* Goals:
 Demonstrate DCSA design approach (part of the draft AR cybersecurity reg. guide)
* Provide HTGR DCSA template as starting point for industry
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DCSA is a key part of the draft
AR cybersecurity reg guide (DG-5075)

Tier 1
Design Analysis
For all accident sequences (Elimination/Mitigation of Consequences)

that are not eliminated
by SeBD requirements
Tier 2
Access Prevention
(Passive Defensive Cybersecurity Architecture)

For all systems
with susceptible

access pathways
pathway Tier 3

Denial of Task
(Active Cybersecurity Controls)

O



DCSA Model
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Technical Approach

I Literature review of HTGR documentation

g |dentify plant functions and their corresponding systems
Assign functions to security levels

Assign systems to basic security zones

Analyze basic zone dependencies

Assign cybersecurity controls to the DCSA design
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HTGR Overview Q@:@ 8)
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How do we protect facility functions
to minimize the impact of an
adversary who has gained access to
plant systems?
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Citation: K. Fehrenbacher, “Meet a Startup Making a New Kind of Safer,
Smaller Nuclear Reactor.” Image provided by X-energy, 2016.



|deal Defensive Cyber Security Architecture
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Initiating
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Project Status

* Assigned functions to levels

* Wrote code to perform combinatorial analysis of compromising
events and identify where design constraints are violated

* Dependency analysis in progress

* ANS Annual Conference paper:
Demonstrates event tree design approach for DCSA

e On track for FY24 M2 report
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Tasks to Conclude the FY

{8 Complete automated event tree analysis code
Complete dependency analysis
8 Complete pathway analysis

Assign cybersecurity controls




CED RE
o“ﬁ?\E%LL’JA/%? %
v

%5?, l‘?/;)'

Impact & Future Work @3@ &)

* [mpact
* Detailed demonstration of Tier 2 analysis for industry
* Template of DCSA as starting point for HTGR designs

 Demonstrate another DCSA design approach for another class of
advanced reactor

* Integration with other ARSS projects:
* DCSA analysis scripts can feed ARCADE cyber-attack simulator
e DCSA analysis scripts can inform blended cyber-physical attack simulation
* Physical protection system DCSA
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Questions?

O Team: Lee Maccarone, Mike Rowland, Bob Brulles
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