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Outline

• Background – Hardware Design Intellectual Property (IP) Protection

• SAIL: Structural Analysis using MachIne Learning

• SURF: Joint StructURal Functional Attack on Logic Locking

• LeGO: Learning-Guided Logic Locking

• Background – Hardware Trojans

• MIMIC: Machine Intelligence based Malicious Implant Creation

• VIPR: Verification of IP TRust

• Summary

3



Hardware IP/IC Threats
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• Security is an important design parameter

• Horizontal supply-chain brings diverse threats: IP Theft, Reverse Engineering, Trojans

• One solution is to build-in security measures in the hardware IP itself

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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Logic Locking: A Potential Solution

Locked Design

Original Design

Key

Insert Key 
Gates

Re-Synthesize 
Design

Ensures Functional 
Security

Attempts 
Structural 
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Ingredients of Good Logic Locking

• Attack Modality Exploration:

• Functional Attacks

• Structural Attacks

• Joint Structural-Functional Attacks

• Comprehensive Metrics:

• Quantify Structural + Functional Defense

• Defense Framework:

• Scalable Security

• Progressive

• Fast

Structural Functional

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR

6



Summary

• Attack Modality Exploration:

• Functional Attacks

• Structural Attacks

• Joint Structural-Functional Attacks

• Comprehensive Metrics:

• Quantify Structural + Functional Defense

• Defense Framework:

• Scalable Security

• Progressive

• Fast

SAIL: Structural Analysis using MachIne Learning

SURF: Joint StructURal Functional Attack on Logic Locking

LeGO: Learning-Guided Logic Locking

SIVA: Structural Signature Vulnerability Analysis
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Verifying Strength of Logic Locking (How it was)

Locked Design

Functional Formulation

Formal Solver

Attempt to 
retrieve the key

• Can verify functional security of a locked design.

• Can the attacker analyze the design structurally?

Reverse Engineer

Open a pathway for 
functional unlocking

• SAT Attack [1]
• AppSAT Attack [2]
• SMT Attack [3]
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Vulnerability in the Structure: A Novel Attack Vector

• Structural changes due to logic locking is local.

• The diversity of transformation is limited.

• Heavy Bias… Can we statistically model this?

*57,231 Samples

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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Chakraborty, Prabuddha, et al. "SAIL: Analyzing structural artifacts of logic locking using machine 
learning." IEEE Transactions on Information Forensics and Security 16 (2021): 3828-3842.



Learning the Predictable & Limited Transformations

Pre – Post Locality Pairs (Training Data)

AI Model

Captures Transformation Bias

• Structural Unlocking
• Quantify Structural Defense

Design under evaluation

https://www.prabuddha.org/ 9
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Pseudo Self Referencing: A Golden-Free Analysis

Original Design

Use these pre-post pairs as 
training data

Synthesized Locked Design

Insert More Locking GatesRe-Synthesize

Locking Gate Inserted Design
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learning." IEEE Transactions on Information 
Forensics and Security 16 (2021): 3828-3842.



Learning the Predictable & Limited Transformations

Pre – Post Locality Pairs (Training Data)

AI Model

Captures Transformation Bias

• Structural Unlocking
• Quantify Structural 

Defense

Design under evaluation
Pseudo Self Referencing

Golden-free 
Analysis

Oracle-less
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Quantitative Analysis with SAIL

T = Number of localities predicted during an experiment 

GE[i] = The number of predicted localities with Gate Error = i and Link Error = 0

Measure of 
Structural Recovery

Standard Logic Locking 
Schemes are 

Structurally Vulnerable

60% - 80% Average 
Accuracy > 80 R-Metric

Large Exploration 
Space

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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Quantitative Analysis with SAIL

C6288: 
• SAT Resistant Design

• Logic Cone Size based locking Not SAIL Resistant!

Locked Design

Structurally Unlocked

(using SAIL)

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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Chakraborty, Prabuddha, et al. "SAIL: Analyzing 
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learning." IEEE Transactions on Information 

Forensics and Security 16 (2021): 3828-3842.



Quantitative Analysis with SAIL

C7552: 
• Random XOR-

Based Locking

Locked Design Structurally Unlocked (using SAIL)

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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learning." IEEE Transactions on 
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SIVA (Structural Signature Vulnerability Analysis) Metric

Theoretical Upper Bound for SAIL-RD

A Metric to Quantify Structural 
Integrity of Logic Locking 

𝐹𝑖 : Maximum locality recovery success for 𝑖𝑡ℎ 𝑡𝑟𝑎𝑛𝑠𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛
S: Total number of localities 

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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learning." IEEE Transactions on Information Forensics and Security 16 (2021): 3828-3842.



SURF: Leveraging SAIL

SAIL Analysis

Design under evaluation

Exposed 
Localities

SURF 
Analysis

Refine 
Key

Optimization 
Techniques

Design Key

Prabuddha Chakraborty, Jonathan Cruz, and Swarup Bhunia. "SURF: Joint structural functional attack on logic locking." 

2019 IEEE International Symposium on Hardware Oriented Security and Trust (HOST). IEEE, 2019.

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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SURF: Leveraging SAIL

SURF Key Recovery Accuracy (on Average) SURF Key Recovery Accuracy Distribution

Usefulness of Partial Unlocking

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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Prabuddha Chakraborty, Jonathan Cruz, and Swarup Bhunia. "SURF: Joint structural functional attack on logic locking." 

2019 IEEE International Symposium on Hardware Oriented Security and Trust (HOST). IEEE, 2019.



Metrics of Logic Locking

Key

SAIL 

SURF 

SAT-Attack

SWEEP

SIVA

Structural Defense Metric

Structural + Functional Defense Metric

Functional Defense Metric

Structural + Functional Defense Metric

Structural Defense Metric

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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LeGO: Learning-Guided Logic LOcking

Original Unlocked Design

Initial 
Locking

Attack/Metrics 
Database

Defense Strategies

Security 
Evaluation

Re-Lock: Mitigate

Terminate?

Expert System

Locked (Intermediate)

Locked (Final)

No

Yes
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Alaql, Abdulrahman, et al. "LeGO: A learning-

guided obfuscation framework for hardware IP 

protection." IEEE Transactions on Computer-

Aided Design of Integrated Circuits and 

Systems 41.4 (2021): 854-867.



LeGO: Results

Fast: Rapid Convergence

Scalable: Incorporate New 
Attacks

Progressive: 
Requirement-Based  

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR
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A Novel Attack Vector: Inspired Follow-up Works

Analyzes Structural 
Signature

Extract 
Locking Key

Trains a Graph 
Neural Network 

Extract 
Locking Key

*Uses Pseudo Self Referencing

Injects Bad Data 
During Training 

Attempts to 
Confuse SAIL 

Prediction 

Partitions Design & 
Obfuscate Locally 

More Structural 
Changes – To Counter 

SAIL

• Snapshot [5]  
• SWEEP [6]

• OMLA [7]

• UNSAIL [8]

• LeGO [9]
• SARO [10]

SAIL: Top Picks in Hardware and 
Embedded Security (Winner)

SAIL Tool is available upon Request

Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR

22



Background-IP SAIL SummarySURF LeGO Background-Trojan MIMIC VIPR

Hardware IP/IC Threats
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• Hardware Trojans: Malicious modifications made in 
the hardware design/IC

• Challenges with Detecting Hardware Trojans:
1. Lack of datasets → Limited understanding
2. Reliance on static defense → Easy to bypass
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Hardware Trojans can get inserted throughout the supply chain

Cruz, Jonathan, et al. "A machine learning based automatic hardware trojan attack space exploration and 

benchmarking framework." 2022 Asian Hardware Oriented Security and Trust Symposium (AsianHOST). IEEE, 2022.



MIMIC Flow

Classifiers

Generative Model 

(Gaussian mixture model)
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Accurately 

generate valid & 

potent Trojans

Background-IP SAIL SummarySURF Background-Trojan MIMIC VIPRLEGO
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MIMIC Results

Cruz, Jonathan, et al. "A machine learning based automatic hardware trojan attack space exploration and 
benchmarking framework." 2022 Asian Hardware Oriented Security and Trust Symposium (AsianHOST). IEEE, 2022.



• Trojans are similar (to the training/potent Trojan population). Yet different!

Background-IP SAIL SummarySURF Background-Trojan MIMIC VIPRLEGO
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MIMIC Results

Cruz, Jonathan, et al. "A machine learning based automatic hardware trojan attack space exploration and 
benchmarking framework." 2022 Asian Hardware Oriented Security and Trust Symposium (AsianHOST). IEEE, 2022.



VIPR: Joint Structural-Functional Learning to Detect Trojans

Original Design

• Extract features of every wire/net

• Classify

Background-IP SAIL SummarySURF Background-Trojan VIPRLEGO MIMIC

27

Gaikwad, Pravin, et al. "Hardware IP assurance 

against trojan attacks with machine learning 

and post-processing." ACM Journal on 

Emerging Technologies in Computing 
Systems 19.3 (2023): 1-23.



VIPR Flow

Background-IP SAIL SummarySURF Background-Trojan VIPRLEGO MIMIC
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Gaikwad, Pravin, et al. "Hardware IP assurance against trojan attacks with 

machine learning and post-processing." ACM Journal on Emerging 
Technologies in Computing Systems 19.3 (2023): 1-23.



Background-IP SAIL SummarySURF Background-Trojan VIPRLEGO MIMIC

29

VIPR Post-Processing Algorithms

Gaikwad, Pravin, et al. "Hardware IP assurance against trojan attacks with 

machine learning and post-processing." ACM Journal on Emerging 
Technologies in Computing Systems 19.3 (2023): 1-23.



Background-IP SAIL SummarySURF Background-Trojan VIPRLEGO MIMIC
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VIPR Results

Low FP and Low FN
Progressive decrease in 
False Positives (FP)

Gaikwad, Pravin, et al. "Hardware IP assurance against trojan attacks with machine learning and 
post-processing." ACM Journal on Emerging Technologies in Computing Systems 19.3 (2023): 1-23.



Summary & Future Works

Locked 
(Intermediate) Locked (Final)

Evaluate

• Designing secure hardware is challenging

• Logic locking can be a solution but has major pitfalls

• SAIL: Structural attack on logic locking

• SURF: Leveraging recovered structural artifacts to find key

• LeGO: Learning-guided iterative locking scheme

• Hardware Trojans can have devastating impact 

• MIMIC: AI-guided hardware Trojan exploration

• VIPR: AI-guided hardware Trojan Detection

• Significant future research possible building on these work

Background-IP SAIL SummarySURF Background-TrojanLEGO MIMIC VIPR

31



Thank You!

Your 

Thoughts?

Prabuddha Chakraborty

(prabuddha@maine.edu)
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