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Outline

• EV and Vehicle to Grid (V2G) background 
• EV impacts to electric distribution systems
• V2G standards landscape
• Hybrid systems considerations, generalize related standards development 

and other solutions to address V2G-adoption needs
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EV Penetration 2020 forecast

US EV market
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• J1772 Coupler dominates 
today – AC and DC
 1.4kW-400kW(dc)

• SAE J3271 Megawatt 
Charging System
 Connector can manage 

350 kW w/out cooling
 1MW w/ cooling today
 4.5MW future target

Vehicle 
classification
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SAE J1772 Electric Vehicle and Plug in Hybrid 
Electric Vehicle Conductive Charge Coupler

Electrical Ratings
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DTE Report
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EV-Impact Insights from Early Industry Studies 
and Pilots

• Loading and unbalance concern
 Transformers and load carrying elements

• Low voltage issues
• Transformer loss of life – accelerated aging
• Local loading and voltage concern
• Utility pilot projects showed similar results

 Field evaluation of EV installations performed
 Initial adoption is manageable
 No appreciable local system issues 

• The distribution grid can manage initial low adoption
• As EV adoption increases managing EV charging becomes more important
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Charging Impact on Distribution System
Heavily Loaded Circuit – Worst Case Scenario – 3.3 kW charging

*There are a total of125 distribution transformers on the distribution circuit

Studying PEV Charging                          
on a Distribution Circuit

• Red bars – Percent overloaded transformers with uncontrolled charging
• Green bars – Percent overloaded transformer with controlled charging 

after 11 pm
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Opportunities for Lowering Barriers to Adoption

• EV adoption over next 10-years is manageable
 Need to work on how to manage charging

• School busses and fleet yards are an opportunity to work on:
 Tariffs
 Demo projects such as demand management (V1G) and V2G

• DERMS is still in early product maturity and adoption stage
• Aggregation of EVs is an evolving topic – need to be ready
• Rely on Standards as much as possible

DERMS = distributed energy resource management system
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• V2G-DC the EVSE contains 
the grid interactive inverter 
that interacts with the EV and 
the local EPS
 UL 9741 listing for grid 

interactive inverter – references 
UL 1741

• V2G-AC the EVSE interacts 
with the on-board EV inverter 
and the local EPS
 UL 1741 SC (draft)

Types of V2G Inverter 
Systems

What is V2G for purposes of this discussion?
‘Capable of bi-directional exchange of power between an EV 

and an electric power system’
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V2G-AC Standards Summary
• Standard SAE J3072 Interconnection Requirements for Onboard, Utility-

Interactive, Inverter Systems, was updated and published March 10, 2021
 Latest update includes on-board grid interactive inverter requirements

• J3072 incorporated requirement outlined in IEEE 1547-2018, IEEE 1547.1 
and IEEE 2030.5 communication between EVSE and EV

• UL is updating their standards to incorporate SAE J3072 in V2G-AC EV 
designed charging station

• The expected UL designation will be UL 1741 Supplement C (UL 1741 SC)

Coordinating across separate industry SDO’s, i.e. SAE and IEEE, is a 
major V2G-advancement challenge

UL 1741 Inverters, Converters, Controllers and Interconnection System Equipment for Use With Distributed 
Energy Resources 
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V2G-AC Communication and control illustration 

Source: IEEE 1547-2018, 10.7 Communication protocol requirements

EV Charging Station V2G capable EV
SAE J3072 

recommends 
IEEE 2030.5
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UL 1741 SC Pending
System controllers can be tested and certified…. 
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Flexibility and Hybrid PV+ES, Challenge & 
Opportunity
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What’s the interconnection rating and/or requirement at the PCC?
Who determines?  On what basis? 

IEEE 1547-2018’s recognition of “system” and “controls” based compliance helps.
Versus depending on listed-equipment-based compliance only. 

(However, the simple summing of ‘nameplate capacity’ approach remains a useful ‘fast-track’ 
interconnection review screen,  for smaller simple ESSs).



500 kVA

13.2 kV/480 V

8 Tesla EVSEs

15 kVA Single Phase 

480 V - 240/120 V

Dual Level 2 EVSE

30 kW

120 kWh
Li-ion

75 kW CCS
50-500 VDC

62 kW 
CHAdeMO
50-500 VDC

75-150 kW CCS
50-1,000 VDC

62 kW 
CHAdeMO
50-500 VDC

Jule DCFC Station by Ecamion

DCFC with Energy Storage as buffer,
Prospective platform for implementing MW-scale V2G systems
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Supplemental slides
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Definitions
• SAE: SAE International is a global association of engineers and related 

technical experts in the aerospace, automotive, and commercial-vehicle 
industries whose core activity is developing consensus standards
 SAE defines the interface (mechanical, electrical, and communication) standards on 

vehicles and between EVs and the electric power system (EPS)

• IEEE: Institute of Electrical and Electronics Engineers
 Develops global standards for broad group of industries

• Electric Power System (EPS): Facilities that deliver electric power to a load
• EV or PEV: Plug-in electric vehicle. PEV designation is used in SAE standards
• V1G: Vehicle managed charging unidirectional energy management 
• V2G: Vehicle-to-grid – Vehicle bidirectional energy flow
• EVSE: Electric Vehicle Supply Equipment – EV charging station
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SAE Plug-in Electric Vehicle Documents

V1G

V2G
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SAE Major EV Documents and Functions

• J3072 – Interconnection Requirements for Onboard, Utility-Interactive, 
Inverter Systems – Standard updated and published March 10, 2021

• J2836™ – Instructions and Use Cases (establishes requirements)Technical 
Information Report
 An available public SAE Information Report J2836 establishes the instructions for the 

documents required for the variety of potential functions for PEV communications, 
energy transfer options, interoperability and security (J2836_201807)

• J2847 – Messages, diagrams, etc. (derived from the use case requirements)
• J2931 – Communication Requirements, Protocol & Security
• J2953 – Plug-In Electric Vehicle (PEV) Interoperability with Electric Vehicle 

Supply Equipment (EVSE)
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SAE - PEV Energy Control Classifications
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SAE J3072 Interconnection Requirements for
Onboard, Utility-Interactive Inverter Systems

• SAE J3072 Standard establishes interconnection requirements for a utility-
interactive inverter system which is integrated into a plug-in electric vehicle 
(PEV) and connects in parallel with an electric power system (EPS).

• This standard also defines the communication between the PEV and the 
EVSE required for the PEV onboard inverter to be configured and authorized 
by the EVSE for discharging at a site.

• The EVSE needs to be certified by UL 1741 to conform to SAE J3072 
requirements and in turn IEEE 1547
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IEEE P1547.10 Recommended Practice for Distributed 
Energy Resources (DER) Gateway Platforms

• Scope of proposed standard: This document defines recommended 
specifications for a Distributed Energy Resources (DER) gateway platform in 
grid applications across various domains. A description of DER gateway 
implementation options (local or distributed platform, for legacy or intelligent 
DERs) is included. Gateway platform functions and communications, including 
operational procedures and data collection recommendations are described. 
Recommended procedures for cybersecurity, centralized manageability, 
monitoring, grid edge intelligence and control, multiple entities management, 
error detection and mitigation, events tracking and notification, communication 
protocol translation, and communication network performance monitoring are 
also described.
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IEEE P2030.13- Guide for Electric Transportation Fast 
Charging Station Management System Functional 
Specification

This document provides a guide for the development of a functional 
specification for electric transportation fast charging station management and 
control systems, including the energy management and grid interaction 
functions. The fast charging station may incorporate local energy sources, 
including renewable energy resources such as solar photovoltaic (PV) 
generation, and battery energy storage systems. The document develops 
guiding principles for the implementation and deployment of fast charging 
station control systems and the basic functional requirements for the control 
system and presents a set of core functions. These include electric 
transportation energy storage discovery and evaluation of charging 
requirements; monitoring and control of charging profiles; charging station 
energy estimation, energy scheduling and management; charging station grid 
interaction and interaction and grid power exchange management. Grid code 
requirements and ancillary services provision are addressed. 



Xanthus Verdant

Key Cybersecurity Standards and Guidelines

June 2, 202327 SIOWG Cybersecurity Subgroup

Cybersecurity Standards and Guidelines that Apply to Smart Energy Operational Environments
Area (Focus) Organizational (What) Technical (How)

IEEE 1686 Security for IEDs
IEC 62325-503 Energy Market Security 

IEC 60870-5-7 Security for 101/104 Protocol
IEEE 1815 SA/v5 & v6 for DNP3 Protocol

IEEE 2030.5 Protocol Security

Internet Standards
IPSec RFC 1827
TLS RFC 5246
SNMP RFC 3418
Syslog RFC 5424
OAuth RFC 6749
Cloud Services 
XML ...

Directory svcs X500
LDAP RFC 4511
PKI, X509
OCSP RFC 6960
GDOI RFC 6407
EST RFC 7030
SCEP  ...

Energy Systems Operational 
Technologies

 
(Technical Security Controls 

and Techniques) 

IECEE CMC TF Cybersecurity for IEC 62443 
2-4, 4-1 (in progress)

Process towards Compliance

IEEE 1686 Conformance (future)

IECEE CMC TF Cybersecurity for IEC 62443 
3-3, 4-2 (in progress)

General IT Security Reflecting 
Business Requirements

Energy Systems Operational 
Environments

 
(Organizational and 

Procedural Security Controls)

ISO/IEC 27001 Certification 
(ISO/IEC 27002/27019) 

Cybersecurity Capability Maturity Model 
(C2M2) (for determining the degree of 

compliance)

Copyright Xanthus Consulting International

ISO 22301 
Business Continuity 

IEC 62351-100-xx Conformance 
(in progress)

IEC 62351-3, -4, -5, -6 Security for Protocols
IEC 62351-7 Network & Sys Mgmt (SNMP)

IEC 62351-8 Access Control (RBAC)
IEC 62351-9 Key Management

IEC 62351-10 Security Architecture
IEC 62351-11 Security for XML Files
IEC 62351-12 Cybersecurity for DER

IEC 62351-14 Security Logging
IEC/TR 62351-90-2 Deep Packet Inspection

IEC 62351
NISTIR 7628 

Smart Grid Security Controls 

IEEE 1547.3 Guide and Recommendations for 
Cybersecurity for DER

IEC 62443-2-3, 2-4, & 4-1 
Security Programs

IEC 62443-4-2 
Security for Products

IEC 62443-3-3 
System Security Controls

NIST 
Cyber Security Framework

ISO/IEC 27001 
Security Requirements

ISO/IEC 27005, NIST SP800-39, 
ISO 31000 Risk Assessment

ISO/IEC 27002, 27019 
Security Controls

NERC CIPs
Security Regulations for Bulk Power
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Future Consideration
FERC/NERC/Aggregation – Distribution/BPS

Mobile Energy 
Storage
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